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	UNIT CODE
	CPPSEC3XXX

	UNIT TITLE
	Implement security procedures to protect critical infrastructure and public assets

	APPLICATION
	This unit specifies the skills and knowledge required to implement security procedures to protect critical infrastructure and public assets.
Critical infrastructure is those physical facilities, supply chains, information technologies and communication networks which, if destroyed, degraded or rendered unavailable for an extended period, would significantly impact the social or economic well-being of the nation or affect Australia’s ability to conduct national defence and ensure national security.  Critical infrastructure provides essential services such as power, water, health services, communication and financial systems.
The unit includes:
· interpreting and complying with work instructions, workplace procedures and policies and legal rights and responsibilities for protecting critical infrastructure and public assets
· implementing security procedures to monitor security of the work area and maintain situational awareness, and identify and respond appropriately to indicators of terrorist or criminal activity and potential security threats in collaboration with others
· using communication equipment to report and receive instructions to respond to identified security threats
· completing workplace documentation
It applies to people working independently or under limited supervision as members of a security team.
This unit may form part of the licensing requirements for people engaged in security operations in those states and territories where these are regulated activities.

	PREREQUISITE UNIT
	Nil

	ELEMENTS
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe what needs to be done to demonstrate achievement of the element.

	1.	Prepare to protect critical infrastructure and public assets.
	1.1	Interpret and comply with workplace policies and with legal rights and responsibilities when protecting critical infrastructure and public assets.
1.2	Interpret work instructions to confirm procedures for protecting critical infrastructure or public assets, including emergency and evacuation.
1.3	Discuss and clarify authority, role and responsibilities of self and delegated personnel to implement security procedures that protect critical infrastructure and public assets.
1.4	Check communication equipment to confirm correct working order and resolve problems.

	2.	Monitor security of work area.
	2.1	Monitor security of the work area to maintain vigilance and observational awareness according to work instructions.
2.2	Gather intelligence to clarify the nature of potential security threats in consultation with delegated personnel.
2.3	Verify the authority of people, items and vehicles in the work area, and take necessary actions to maintain security and safety of self, others, property and premises.

	3.	Identify, report and respond to security threats.
	3.1	Identify indicators of potential terrorist or criminal activity.
3.2	Use communication equipment to immediately report suspected threats to critical infrastructure or public assets following chain of command procedures.
3.3	Receive and follow instructions to maximise the safety of self and others, and security of critical infrastructure and public assets.
3.4	Record details of security threat and response using workplace documentation.

	FOUNDATION SKILLS
A person demonstrating competency in this unit must have the following language, literacy, numeracy and employment skills:
· language skills to:
· provide information or advice using structure and language to suit the audience
· use security industry approved communication terminology, codes and signals
· writing skills to:
· clearly and accurately record details of security threats and responses
· reading skills to interpret: 
· directional signs and information in written, pictorial and diagrammatic forms, such as emergency and evacuation procedures and site maps
· procedures and policies that clarify legal rights and responsibilities
· identity documentation when verifying the authority of persons and vehicles
· speaking and listening skills to:
· give clear, sequenced instructions when using communication equipment to report security threats
· use questions to clarify understanding when receiving spoken instructions
· numeracy skills to estimate time required to complete work tasks 
· problem solving skills to:
· identify faults and malfunctions in communication equipment
· recognise suspicious items, behaviours and activities
· self-management skills to plan tasks to meet job requirements
· teamwork skills to adjust personal communication styles in response to the opinions, values and needs of others

	UNIT MAPPING INFORMATION
	No equivalent unit

	LINKS
	Companion volumes to this training package are available at the VETNet website:
https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=6f3f9672-30e8-4835-b348-205dfcf13d9b





Artibus Innovation - draft for consultation purposes only



	TITLE
	CPPSEC3XXX Implement security procedures to protect critical infrastructure and public assets

	PERFORMANCE EVIDENCE

	A person who demonstrates competency in this unit must implement security procedures to protect critical infrastructure or public assets in response to three (3) different threats at different locations.
In doing this, the person must meet the performance criteria for this unit.

	[bookmark: _Hlk488743437]KNOWLEDGE EVIDENCE

	To be competent in this unit, a person must demonstrate knowledge of:
· standard operating procedures and workplace policies that ensure compliance with legislative and regulatory requirements including:
· anti-discrimination and diversity
· apprehension, arrest and restraint of persons
· counter terrorism
· duty of care
· licensing requirements and limits of own authority
· personal search
· use of force
· workplace health and safety (WHS)
· approved communication terminology, call signs and radio channels used in the security industry
· designated personnel responsible for collaborating to protect critical infrastructure and public assets
· indicators of potential terrorist activity
· methods for gathering intelligence and identify sources of threat to critical infrastructure and public assets
· procedures for monitoring security of critical infrastructure and public assets
· risk and associated risk events relating to critical infrastructure and public assets
· site emergency and evacuation plans and procedures
· types of national critical infrastructure and public assets and the general impact of their destruction, degradation or unavailability on national well-being and security capabilities
· types of terrorist and criminal activity that can threaten the security of critical infrastructure and public assets

	ASSESSMENT CONDITIONS 

	Assessors must satisfy the requirements for assessors contained in the Standards for Registered Training Organisations. 
Assessment of performance must be undertaken in an operational workplace environment or environment that reflects workplace conditions. Tasks are to be performed to the level of proficiency and within the time limits that would be expected in a workplace.
Assessors are responsible for ensuring that the person demonstrating competency has access to:
· specifications of assessment tasks to implement security procedures to protect critical infrastructure and public assets
· appropriate documents, materials, equipment and personal protective equipment currently used in industry
· standard operating procedures and workplace policies related to the security work role and which specify requirements for complying with industry legislation and regulations

	LINKS
	Companion volumes to this training package are available at the VETNet website:
https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=6f3f9672-30e8-4835-b348-205dfcf13d9b




For inclusion in separate Companion Volume: Range Statements
	Workplace policies and legal rights and responsibilities may relate to:
	· access and equity policies, principles and practices
· chain of command for communicating with and reporting to delegated personnel
· client service standards
· communication and reporting procedures
· counter terrorism
· dangerous goods
· duty of care
· emergency and evacuation procedures
· items that are prohibited
· licensing requirements
· own role, responsibilities and authority
· professional standards, code of conduct and ethics
· risk management
· team work
· use of force guidelines
· workplace health and safety (WHS) policies and procedures

	Critical infrastructure and public assets relate to:
	communications
· electronic mass communications
· postal services
· telecommunications (phone, fax, Internet, cable, satellites)
energy
· electricity generation and transmission
· gas
· petroleum fuels
essential manufacturing
· chemicals 
· defence industry
· heavy industry
finance
· banking
· insurance
· trading exchanges
food supply
· bulk production
· storage and distribution
government services
· defence and intelligence facilities
· emergency services (police, fire, ambulance etc)
· foreign missions
· houses of parliament
· key government departments
· key residences
· nuclear facilities
health
· hospitals
· public health
· research and development laboratories
national icons
· buildings
· cultural
· sport and tourism
transport
· air
· inter-modal (cargo distribution centres)
· rail
· road
· sea
utilities
· water
· waste management
· waste water

	Work instructions may relate to:
	· assignment objectives and timeframes
· back-up support or assistance
· chain of command
· communication equipment and procedures
· incident and security risk response procedures
· instructions from supervisors, colleagues or designated personnel
· intelligence on sources of potential threat and targets
· legislative and regulatory compliance requirements relating to work tasks
· personal presentation requirements
· site emergency and evacuation procedures
· site location and layout
· resource and equipment requirements
· specific client information and instructions
· travel routes and schedules
· use of workplace documentation
· reporting requirements
· workplace health and safety (WHS) including use of personal protective clothing and equipment
· work tasks and standard operating procedures

	Delegated personnel may include:
	· emergency services 
· ambulance
· Australian Defence Force personnel
· fire services
· rescue
· police
· first aid officers
· government representatives
· security personnel
· supervisors
· technical specialists

	General procedures for monitoring the work area may include:
	checking the authority of people, packages and vehicles in the work area
following designated organisational procedures
maintaining vigilance and awareness of security while at work
observing crowd and individual behaviour 
observing suspicious activity
observing movement of people, items and vehicles
· recording details of observed risk situations

	Methods for gathering intelligences may include:
	observing and recording details of relevant persons
· approximate age
· build, e.g. medium, heavy set, thin etc.
· clothing
· hair, e.g. colour, length, facial hair etc.
· height
· method of escape e.g. direction, vehicle etc.
· peculiarities, e.g. scars, tattoos, missing limbs etc
· race
· sex
· weight
observing and recording details of vehicles:
· body type, e.g. two-door, four-door, van, four-wheel drive etc.
· damage or other feature, e.g. logo
· licence plate
· passengers
· year, make, model and colour
observing and recording other suspicious activity

	Potential security threats may relate to: 
	chemical, biological and radiological threats to water and food supplies
criminal activity
· assault of people
· break and enter
· theft of assets
e-crime
· computer hackers
· viruses
group interference and damage e.g. violence prone groups, politically motivated or otherwise
· major interference to services and transport operations
insider interference by disgruntled employees, contractors etc
· interference to services
· theft or sabotage of critical equipment and infrastructure
natural disasters
public interference, disturbances and delays by intoxicated persons, persons in custody, mentally or emotionally disturbed person and irate customers
terrorism
· bombings
· kidnappings
· sabotage
· shootings
vandalism
· damage to transport conveyances and equipment

	Necessary actions for maintaining security of safety, self, others, property and premises may include:
	evacuation
checking authorities and identification
notifying designated personnel
request for assistance
tactical withdrawal

	Terrorist activity may relate to:
	bombs or other explosions
hostile vehicles
kidnap and abductions
persons wielding weapons
spill or release of toxic chemicals or biological substances
suicide bombing
suspicious items received by mail
unattended packages, items or vehicles

	Potential indicators of terrorist or criminal activity may include:
	false or multiple identities such as licences and passports
individuals who:
· do not fit into the surrounding environment because they are wearing improper attire for the location or season
· draw pictures, take notes or take photographs in an area not normally of interest to a tourist
· order food at a restaurant and leave before the food arrives or who order without eating
· sit in a parked car for an extended period of time
· stay at bus or train stops for extended periods while buses and trains come and go
multiple sightings of the same suspicious person, vehicle or activity, separated by time, distance or direction
show unusual interest in or photograph security cameras or guard locations
suspicious accommodation needs
suspicious activity, especially when connected with a high risk or symbolic target
suspicious vehicles near significant buildings or in busy public places
unattended bags and packages
unusual rentals, purchases, deliveries or thefts, particularly of poisonous or flammable chemicals, fertilisers, explosives, weapons or vehicles e.g. including planes or boats
unusual requests for information, particularly about security or procedures for at-risk buildings or activities
unusual videotaping or photography of official buildings or other critical infrastructure
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