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	UNIT CODE
	CPPSEC3XXX

	UNIT TITLE
	Plan provision of close protection services

	APPLICATION
	This unit specifies the skills and knowledge required to plan to provide close protection services for the safety and security of a principal who may be a celebrity, political figure, very important person (VIP) or other person requiring close protection services.
It includes: 
· interpreting operational information and instructions to clarify the principal’s protection requirements, and to comply with legal rights and responsibilities and policies and procedures governing close protection tasks, including information privacy and confidentiality
· research and analysis to gather, verify and assess protective intelligence from a range of sources to gain a full understanding of potential threats, vulnerabilities and risks to the principal
· selecting routes and performing reconnaissance to clarify the risk environment and identify factors that might compromise safety and security, as well as suitable embus and debus points and safe areas to be used in the event of an emergency
· assessing threats, vulnerabilities and operational risks and planning protection arrangements in consultation with the principal and members of the close protection team
· preparing and completing written reports and documentation
It applies to people working independently or under limited supervision as members of a security team.
This unit may form part of the licensing requirements for people engaged in security operations in those states and territories where these are regulated activities.

	PREREQUISITE UNIT
	Nil

	ELEMENTS
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe what needs to be done to demonstrate achievement of the element.

	1.	Clarify roles, responsibilities and close protection requirements.
	1.1	Interpret work instructions, associated workplace and client’s policies and procedures to clarify principal’s close protection requirements.
1.2	Clarify roles and responsibilities, with relevant persons, of self and others in the close protection team and chain of command.
1.3	Interpret legal rights and responsibilities of self and others in the close protection team in relation to work instructions.

	2.	Gather and assess protective intelligence.
	2.1	Source background information on principal from multiple sources, and verify accuracy and relevance to work instructions.
2.2	Source and verify information to define and clarify operational parameters including the principal’s itinerary, routes, venues and contacts.
2.3	Assess and record information in a manner that can be used to analyse potential threats, vulnerabilities and risks to principal.
2.4	Protect confidentiality and privacy of gathered information to comply with legal responsibilities.

	3.	Select routes and perform reconnaissance.
	3.1	Analyse maps and other route information, and select primary and secondary routes to meet work instructions.
3.2	Perform reconnaissance of routes and venues based on work instructions and information.
3.3	Identify suitable embus and debus points, vulnerable areas and other factors that might compromise the safety and security of the principal.
3.4	Locate available safe areas that can be used in emergency situations.
3.5	Record reconnaissance findings and recommend changes to operational instructions to anticipate and avoid foreseeable risk situations. 

	4.	Assess threats, vulnerabilities and operational risks and plan protection arrangements.
	4.1	Evaluate factors that could influence threats, vulnerabilities and operational risks to assess and determine level and nature of potential threats, vulnerabilities and risks.
4.2	Identify resources and equipment required to protect principal from potential threats, vulnerabilities and risks.
4.3	Consult with principal and close protection team members to report potential threats, vulnerabilities and risks, to explain resource requirements, and to agree suitable protection arrangements.
4.4	Record details of planned protection arrangements using workplace documentation.

	FOUNDATION SKILLS
A person demonstrating competency in this unit must have the following language, literacy, numeracy and employment skills:
· language skills to:
· use security industry approved communication terminology, codes and signals
· observe and follow accepted protocols and methods for communicating with people from different social, professional and cultural contexts, such as foreign diplomats, celebrities and other very important persons (VIPs)
· use positive non-verbal skills to develop rapport with others when working as part of a team
· writing skills to:
· use a variety of expressions and sentence structures to provide factual information and express opinions when recording information and reconnaissance findings
· sequence and present cohesive text when recording details of planned protection arrangements
· reading skills to interpret: 
· procedures and policies that clarify legal rights and responsibilities
· information in different formats and contexts when gathering protection intelligence
· different types of maps and information contained within navigation systems when planning routes
· speaking and listening skills to:
· use questions and active listening to clarify and verify spoken information when clarifying operational tasks
· demonstrate flexibility and willingness to negotiate when discussing suitable protection arrangements
· numeracy skills to:
· estimate time required to carry out operational tasks
· use basic mathematical techniques to calculate resource requirements
· problem solving skills to:
· plan alternative routes using maps
· evaluate and adjust protective arrangements to meet changing risk circumstances
· source intelligence from multiple sources to ensure sufficiency, validity and relevance to meet work instructions
· self-management skills to plan tasks to meet job requirements
· teamwork skills to adjust personal communication styles in response to the opinions, values and needs of others
· technology skills to use a range of information technologies and devices to gather information

	UNIT MAPPING INFORMATION
	No equivalent unit

	LINKS
	Companion volumes to this training package are available at the VETNet website:
https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=6f3f9672-30e8-4835-b348-205dfcf13d9b
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	TITLE
	CPPSEC3XXX Plan provision of close protection services

	PERFORMANCE EVIDENCE

	A person who demonstrates competency in this unit must plan provision of close protection services in separate operations to meet the protection needs of each of two (2) different principals.
In doing this, the person must meet the performance criteria for this unit.

	[bookmark: _Hlk488743437]KNOWLEDGE EVIDENCE

	To be competent in this unit, a person must demonstrate knowledge of:
· standard operating procedures and workplace policies that ensure compliance with legislative and regulatory requirements including:
· anti-discrimination and diversity
· confidentiality and privacy
· counter terrorism
· duty of care
· information privacy and legal use of gathered intelligence
· licensing requirements and limits of own authority
· search of premises
· surveillance
· workplace health and safety (WHS)
· access and exit points and layout of work environment and premises to be accessed by principal
· approved communication terminology, call signs and radio channels used in the security industry
· basic contingency planning techniques
· chain of command relevant to protection services
· difference between static, mobile and direct protection and the tactics used for each
· emergency and evacuation plans and procedures for premises that may be accessed by principal
· factors that may compromise safety and security of principal during embus and debus points and when entering and exiting premises
· from where and how to collect sufficient information to determine levels of threats, vulnerabilities and risks to principals, without compromising the safety or security of the principal
· how to access and use different types of maps
· how to use common global positioning satellite (GPS) devices, maps and tracking systems
· methods for ensuring intelligence is sufficient, valid and relevant to protection operation
· methods for verifying sources of intelligence
· purpose of reconnaissance in planning safety and security of close protection operations
· research techniques using multiple sources
· risk assessment steps and how they are applied
· role and legal rights and responsibilities of a close protection operative
· types of equipment and resources used when providing close protection services
· types of potential threats, vulnerabilities and risks that can be encountered during close protection operations
· ways that social and cultural differences may be expressed

	ASSESSMENT CONDITIONS 

	Assessors must satisfy the requirements for assessors contained in the Standards for Registered Training Organisations. 
Assessment of performance must be undertaken in an operational workplace environment or environment that reflects workplace conditions. Tasks are to be performed to the level of proficiency and within the time limits that would be expected in a workplace.
Assessors are responsible for ensuring that the person demonstrating competency has access to:
· specifications of assessment tasks to plan provision of close protection services
· appropriate documents, materials, equipment and personal protective equipment currently used in industry
· standard operating procedures and workplace policies related to the security work role and which specify requirements for complying with industry legislation and regulations

	LINKS
	Companion volumes to this training package are available at the VETNet website:
https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=6f3f9672-30e8-4835-b348-205dfcf13d9b




For inclusion in separate Companion Volume: Range Statements
	Work instructions may relate to:
	· background intelligence
· back-up support or assistance
· chain of command
· communication equipment and procedures
· contingency measures
· incident and security risk response procedures
· instructions from supervisors or colleagues
· legislative and regulatory compliance requirements relating to close protection operations
· operational instructions and timeframes
· personal presentation requirements
· premises location and layout
· principal identification information
· routes and maps
· reporting requirements
· resource and equipment requirements
· specific information and instructions from clients and principals
· use of workplace documentation
· workplace health and safety (WHS) including use of personal protective clothing and equipment
· work tasks and standard operating procedures

	Workplace and legal rights and responsibilities may relate to:
	· apprehension and powers of arrest
· chain of command 
· client service standards
· code of conduct and ethics
· communication and reporting procedures
· confidentiality and privacy of people and information
· crowd control
· duty of care
· emergency and evacuation procedures
· industry codes of practice and professional standards
· licensing requirements
· operational instructions
· own role, responsibilities and authority
· risk management
· search of people and property and seizure of goods
· trespass and the removal of persons
· use of force guidelines
· workplace health and safety (WHS) policies and procedures

	Interpersonal techniques may relate to:
	· active listening 
· being non-judgemental
· being respectful and non-discriminatory
· constructive feedback
· control of tone of voice and body language
· culturally aware and sensitive use of language and concepts 
· demonstrating flexibility and willingness to negotiate
· effective spoken and non-verbal communication
· maintaining professionalism
· providing sufficient time for questions and responses 
· reflection and summarising
· two-way interaction
· use of plain English
· use of positive, confident and cooperative language

	Close protection team may include:
	· clients
· drivers
· government personnel
· other close protection operatives
· police or other emergency services personnel
· principals
· security personnel
· technical specialists

	Relevant persons may include:
	· clients
· colleagues
· supervisors

	Background information may relate to:
	· cultural information
· health and wellbeing
· identity and status of principal
· personal and professional contacts
· previous threats
· privacy requirements
· private or personal information
· professional information
· protocols for communication

	Multiple sources may relate to:
	· online sources using the internet
· spoken sources such as face-to-face discussion and audio files
· visual sources such as images and diagrams
· written sources such as notes, maps, newspapers and reports

	Threats may relate to:
	· man-made or natural hazards likely to cause damage, harm or loss
· physical attack
· single or multiple threats that can be life threatening or non-life threatening
· terrorism
· verbal attack

	Resources and equipment may include: 
	· communications equipment:
· earpiece
· pager
· portable and mounted two-way radio
· telephone
· defensive equipment such as a firearm, baton, handcuffs or spray
· maps
· pen and security notebook
· personal protection equipment
· security equipment:
· electronic screening equipment
· video cameras and monitors
· security personnel and specialist services 
· tracking device
· transport

	Protective arrangements may involve:
	· appropriate positioning of relevant persons
· communication of 'need to know' information to relevant persons
· contingency plans
· debus and embus procedures
· escort procedures
· establishment and guarding of 'no go zones'
· establishment of communication strategies
· safe areas for emergencies
· installation and operation of surveillance and communication equipment
· issuance of ID cards for relevant persons
· keying off lifts
· negotiation and communication with principal’s private staff
· search of premises 
· security checks of relevant persons
· setting up a central 'command post'

	Documentation may include:
	· close protection operational plans
· incident reports
· registers
· vehicle and personnel movements
· written and electronic reports
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