Draft 0.1

This is our work-in-progress update to CPPSEC4009A Interpret information from advanced
security equipment: https://training.gov.au/Training/Details/CPPSEC4009A.

We are working with industry experts to ensure the updated unit:

e meets current and anticipated industry needs
e complies with current Standards for Training Packages
e is written in clear understandable English.

Information on our training package review and development process is available here:
http://www.artibus.com.au/project-stage.

Summary of changes from current endorsed unit

Code and title changed to reflect unit outcome

Elements and performance criteria redeveloped to better articulate unit structure
Required knowledge updated and rationalised to add specificity and relevance

Post EE:
Minor edits
Foundation skills modified to clarify requirements




Unit of Competency CPPSEC4009
Interpret electronic information from
advanced technology security systems

Application

This unit specifies the skills and knowledge required to interpret electronic information while
operating advanced technology security systems. It includes identifying and responding to security
risk situations, maintaining operational performance of systems and backing-up systems and data.

This unit is suitable for those using specialised knowledge to complete routine and non-routine tasks
and using their own judgement to deal with predictable and sometimes unpredictable problems.

Legislative, regulatory or certification requirements apply in some states and territories to the
provision of advice on security solutions, strategies, protocols and procedures. For further
information, check with the relevant regulatory authority.

Prerequisite Unit
None.

Elements and Performance Criteria

1. Evaluate 1.1 Access and interpret key requirements of legislation, regulations and
electronic workplace policies and procedures and apply to work instructions to ensure
information from compliance.
advanced 1.2 Operate and monitor security system in accordance with manufacturers’
techn‘ology instructions.
security system. 1.3 Receive electronic data and verify source and authenticity.
1.4 Cross-check security system with companion monitoring systems to ensure
accurate and consistent information exchange.
1.5 Interpret and evaluate received electronic security information in accordance
with workplace requirements.
2. Respond to 2.1 Identify and assess potential security risk situation from received electronic
security risk information.
situations. 2.2 Accurately input data to implement a prompt and effective security response.
2.3 Vary security response to respond to changing circumstances and request

additional support or specialist advice required to ensure safety and security
of people and property.

2.4 Monitor security response while maintaining continual information exchange
with relevant persons.
2.5 Record and report security response information to relevant persons.
3. Maintain 3.1 Monitor and test security system to confirm performance is within defined
advanced operating guidelines.
technology 3.2 Implement preventative or breakdown maintenance procedures following

security system. manufacturers’ instructions.




3.3

3.4

3.5

Identify and report actual or suspected faults or deficiencies in security
system.

Implement back-up procedures to maintain integrity of security system and
data.

Complete and secure security response and system maintenance
documentation in accordance with workplace and regulatory requirements.

Foundation skills
Candidates require:

e oral communication skills to use clear explanations, active listening and questioning skills to
convey and clarify instructions when monitoring security response.

Unit Mapping Information

Supersedes and equivalent to CPPSEC4009A Interpret information from advanced security

equipment.

Links

Companion Volume Implementation Guide:
https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=6f3f9672-30e8-4835-b348-

205dfcf13d9b




Assessment Requirements for CPPSEC4009
Interpret electronic information from
advanced technology security systems

Performance Evidence
To demonstrate competency, a candidate must meet the performance criteria of this unit by
interpret electronic information from three different types of advanced technology security systems.

Knowledge Evidence
To be competent in this unit, a candidate must demonstrate knowledge of:

e workplace policies and procedures that ensure compliance with legislative and regulatory
requirements when interpreting electronic information from advanced technology security
systems:

o duty of care

o information privacy and confidentiality

o licensing requirements in the security industry

o regulatory requirements in the jurisdiction of operation
o workplace health and safety

e back-up procedures for a range of advanced technology security systems

e common faults and malfunctions in advanced technology security systems

e common keypad and control panel types and functions associated with a range of advanced
technology security systems

e documentation to be completed when interpreting electronic information from advanced
technology security systems and responding to security risk situations

e methods for cross-checking advanced technology security systems with companion
monitoring systems to ensure accurate and consistent information exchange

e operating principles and functions of a range of common advanced technology security
systems

e procedures for communicating and collaborating with emergency services

e procedures for finding faults, maintaining and repairing advanced technology security
systems

e procedures for inputting data into a range of advanced technology security systems

e procedures for testing monitoring parameters

e procedures for verifying authenticity and consistency of received electronic information

e process of dynamic risk assessment and risk management using the hierarchy of controls

e purpose of Australia’s Strategy for Protecting Crowded Places from Terrorism and
understanding of:

o definition of crowded places

key security issues for crowded places

objectives, characteristics and identification of active armed offenders

definition of hostile vehicles and methods of attack

signs of chemical weapons attack and recommend response
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o general features of improvised explosive devices and recommended incident
response
e types of situations requiring security response when interpreting electronic information
from security systems.

Assessment Conditions
Assessors must meet the requirements for assessors contained in the Standards for Registered
Training Organisations.

All individuals engaged by a licensed RTO for security licensing purposes must hold both a security
trainers licence (where such a licence exists within the relevant jurisdiction) and the licence for
performing the security activities for which the individual is providing training or assessment.
Regulators may impose other assessor conditions to meet jurisdictional assessment requirements.

Assessment must be conducted in the workplace or in a simulated workplace environment.
Candidates must have access to:

e |egislation, regulations and codes of practice that apply to operating and controlling
advanced technology security systems in the jurisdiction of operation

e work instructions, documentation and advanced technology security systems required to
achieve the performance evidence

e Australia’s Strategy for Protecting Crowded Places from Terrorism.

Links

Companion Volume Implementation Guide:
https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=6f3f9672-30e8-4835-b348-
205dfcf13d9b




